Digitalization and cybersecurity: confrontation or partnership

Good afternoon, dear friends!

Slide 1: Much has been said today about digitalization. And of course the future of human
society is connected with the use of high-technology at all activity levels and today our objective
is to make these technologies not only convenient but also safe.

2. The growth of mobile apps and services in use, the volume of processed data, the
development of artificial intelligence technologies, and cloud services not only increases the range
of available hacker attacks, but also creates damages of cyberattacks increasingly significant to
operations.

The damage cost is growing rapidly. According to cybersecurity ventures, the damage cost
of cyberattacks was 6 trillion dollars, that means 500 million per month... etc.

That’s why it is paid more attention to the cybersecurity recently.

Slide 3: In order for information security not to be so expensive, but a full partnership that
helps the company to develop we need 3 things:

1. Built-in security

Historically, most application and data protection solutions have been developed separately
and they are an additional setting to the existing infrastructure. This approach provides a much
lower security level as it does not allow to use built-in capabilities of the software.

Due to the growing number of complex and targeted attacks, developers and customers
with increasing frequency are turning to the secure-by-design concept, which is expected to cover
security requirements at the earliest stages of creating a product or service.

2. Agile

Agile methodologies in project management have become a de facto standard for
technology companies, and then began to spread beyond development departments to other
industry sectors, and now Agile practices applied in security as well.

Today, knowledge of Agile methods and practices is considered mandatory for both
information security managers and specialists, especially when they are members of development
teams.

3. Business process security (last but not least)

Perhaps the most significant quality step towards protecting companies is the shift the focus
of protection from infrastructure to the core, that creates profitable business processes. It is often
necessary to protect not only the infrastructure, but also the people working on it, who are also
vulnerable to social engineering attacks. By the way, the weakest link of information security is
not infrastructure or applications, but people.

This approach is highly common and requires a high level of organizational maturity, and
a qualified information security manager who understands the business well and is part of the
company's management.

Modern Business

Modern business is an ultra-technological racing car in which fuel is money, the driver is
management, the engine is the production departments, indicators are accounting and controlling,
and information security is the brake system.

Contrary to popular belief, the brakes not only decelerate, but also help you go the distance
faster and safer and it is a key component of successful overtaking.

A holistic view of business and solidarity of purpose is the key to a successful digital
transformation. Cybersecirity takes its place as a full partner by accelerating changes, protecting
new values and providing a competitive edge. It is not easy and requires a transformation of



information security services, long-term investment and patience. All of these become an
opportunity to stay ahead and compete for leadership.

HudppoBuszauus u kud6epHe30nacHOCTh — NPOTHBOCTOSIHHE WM NIAPTHEPCTBO

JloOpwlii 1eHb, 1py3bs!

1 cnaiin: CeronHst MHOrO OBLIO CKa3aHO O HUGPOBU3ALMM U Ja Oyaylee 4eI0BeYeCKOro
o011ecTBa HEOTHEMJIEMO CBA3aHO C HCIOJIb30BAHUEM BBICOKMX TEXHOJIOTMH Ha BCEX YPOBHSIX
JeSITEIbHOCTH M CErojiHsA Hallled 3ajadeil sBiseTcs chenaTb 3TH TEXHOJOIMH HE TOJbKO
yI0OHBIMU, HO ¥ 0€30TMaCHBIMHU.

2. PocT KomuyecTBa HCHOJB3YEMBIX MOOWIBHBIX NPHIIOKEHUH M CEpBHUCOB, 00beMa
0o0pabaTbIBaeMbIX JaHHBIX, PA3BUTHE TEXHOJOTUH HMCKYCCTBEHHOTO HMHTEJIEKTAa W OOJIAYHBIX
YCIYT HE TOJIBKO YBEIUYMBACT AOCTYIHBIN 3I0YMBIIIICHHUKAM JIAHAMA(T, HO U JIeNaeT ymepo
oT kubepaTak Bce 60siee 3HaUUMBIM JJIS1 ONIEPALMOHHON AEATEIbHOCTH.

CroumMocTh yiiepba CTpPEMHUTENbHO PACTET U B aOCOMIOTHBIX 3HaueHHsX. Ilo naHHBIM
cybersecurity ventures CTOUMOCTb yiep0a oT Kubeparak cOCTaBUIO 6 TPUIUIMOHOB JOJUIAPOB, a
9T0 Kak Bbl BUguTe: 500 MIIH B MECSLI... U T[T

MmenHo mno3ToMy B HOCIeIHEe BpeMs yienseTcss Ooibllle BHUMAaHUS BOIPOCAM
KnOepOe30MacHOCTH.

Cnaiin 3. [ns toro, uroOer Wb Obuta mis OusHeca He 3aTpaTHBIM LEHTPOM HIIH
PETYISATOPHBIM LIMTOM, @ ITOJHOLEHHBIM IMaPTHEPOM, KOTOPBII TOMOTAET KOMITAHUU Pa3BUBATHCS
U 3apabaThIBaTh ACHBI'H HEOOXOAUMBI:

1. BcrpoenHas 6€301acHOCTh

Hcrtopuueckn OOJIBIIMHCTBO pEIIEHUH 1O 3aluTe W NPUIOKEHMH W JaHHBIX
pa3pabaTblBaIUCh OTHECIBHO M MPEJICTABISAIOT CO00M HAACTPOMKY HaJ CyLIECTBYIOIIEH
uHdpacTpykrypoil. [lomoOHbIM moaxon obecreynBaeT 3HAYUTENBHO Oojiee HU3KUH YpPOBEHb
0€30I1aCHOCTH, TaK KaK HE MO3BOJISIET UCIOJIb30BaTh BCTPOCHHBIE BO3MOKHOCTH MPOTPAMMHOI0O
oOecrieyeHus.

W3-3a pacTyIiero unciia cIoKHBIX U IIEeJICHAIIPABICHHBIX aTak Pa3pab0TUNKU U 3aKa3UNKH
BCce daie oOpamaroTcs K KOHIETNIMM secure by design, KoTopas MpeArnojiaraeT BKIIOYEHUE
TpeOoBaHU 1O 0€30MaCHOCTH Ha CaMbIX PAHHUX ATAlax CO3JaHus MPOIYKTa W CepBHUCA.

2. Agile

I'nGkue MeToNOJIOTMH B YINpPaBJIEHUH IPOEKTaMHM CTajld CTaHAAPTOM Je-(akTo s
TEXHOJIOTUYECKUX KOMIIAaHUH, a 3aTeM Hadald paclpoCTPaHAThCA 3a NpeAesbl OT/AETIOB
pa3paboTKu ¥ B APYrHe CEKTOpa IMPOMBIILIICHHOCTH, B ToM 4Yuciie Agile-mpaktiku Teneps
INPUMEHSIOTCS U B 00J1aCTH 0€3011aCHOCTH.

B Hacrosimee Bpemst 3HaHUE METOOB M TPAaKTUK Agile cunTaercst 00s3aTeabHBIM, KaK s
MEHE/DKEPOB TI0 WH(POPMAIMOHHOW O€30MacHOCTH, TaK W ISl CHEIHaINCTOB, OCOOCHHO B
CITydasix, KOTJia Te SIBIISTFOTCS YWICHaMU KOMaH] pa3padoTKH.

3. bezomacHocTh OM3HEC MPOLIECCOB

B03M0OHO, 4TO caMblif CyIIECTBEHHbI KaueCTBEHHBIM CKayOK B MOJXOJAX K 3aIlIUTe
KOMITaHUH —cMelleHne (oKyca 3aluThl OT MHOPACTPYKTYphl K OCHOBHBIM, (DOPMHUPYIOIIUM
npubbUTL OM3HEC-TIpolieccaM. Benb 3auacTyro 3alumaTh Hy)KHO HE TOJIBKO HH(PPACTPYKTypy, HO
U Jroel paboTalomMx Ha HEH, KOTOpbIE TaKKe ITOJBEPIKEHBI aTakaM ITyTeM COIHaJIbHON
uHxeHepuu. K ciaoBy cambiM ciabbiM 3BeHOM MH(DOPMAIIMOHHOW 0O€30MacHOCTH SBIISIOTCS HE
UHPPACTPYKTYpPA, HE IPHUIIOKESHHS, 2 IMEHHO JIFO]TH.



Tako# moaxon HaOMIOZACTCS BCE Yallle U TpeOyeT BHICOKOM OpraHU3aIllMOHHON 3PESIOCTH,
U KBaIM(UIMPOBaHHOTO pykoBoauteis Vb, KoTopelii Xopomo moHuMaeT OM3HEC M BXOAHT B
PYKOBOJICTBO KOMIIaHUHU.

CoBpeMeHHBIH OHU3HEC

CoBpeMeHHBII OM3HEC — ATO CBEPXTEXHOJIOTUYHBINA TOHOYHBIH 00U, B KOTOPOM TOIUIMBO
— JIEHbI'W, NUJIOT — PYKOBOACTBO, JIBHraTellb — IPOM3BOACTBEHHBIE OTHEJBI, UHIUKATOPHI U
TeJIeMeTpus — Oyxrantepust U KOHTposuHr, a Ub — Topmo3Hast cucrema.

Bonpeku pacnpocTpaHEHHOMY MHEHMIO TOPMO3a HE TOJIBKO HE 3aMEUISIOT, OHHU
IIOMOTAIOT MPOXOAMTh JUCTAHLUIO ObIcTpee M Oe30macHee M, 4TO, BO3MOXKHO, €Ille BaXKHEe,
ABJIIOTCS KJIFOUEBBIM KOMIIOHEHTOM YCIIEUTHBIX OOTOHOB.

XOMMCTHYECKUH B3TJIsi1 HAa OM3HEC M OOUIHOCTH LIENel — 3aJI0T YCHEIHOW Hu(ppOBOi
Tpanchopmanuu, B koropoir Ub 3aHrMaeT MecTo NOTHONPAaBHOTO MAPTHEPA, YCKOPSIS M3MEHEHHUS,
oOecrnieunBast 3alIUTy HOBBIX LIEHHOCTEN U MPEOCTaBIIsIsI KOHKYPEHTHBIE IIPEUMYILECTBA. JTO HE
pOCTO U TpedyeT npeoOpa3oBaHuil B ciryk0ax HH(POPMALIMOHHOMN 6€30M1acHOCTH, AOITOCPOUYHBIX
MHBECTULIUI U TEPIIEHUS], YTO C JIUXBOM OKYIAETCsl BO3MOKHOCTBIO OBITh BIIEpeId U OOPOTHCS 3a
JUJIEPCTBO.



